3
	International Journal of Business and Information
Volume 1 Number 1, 2006 pp 3-27


10
	International Journal of Business and Information
José A. Faria and Manuel A. Matos


9
	International Journal of Business and Information
Availability Analysis and Design of Business Information Systems



Availability Analysis and Design of
Business Information Systems
José A. Faria

Assistant Professor

Faculty of Engineering, University of Porto, Portugal
jfaria@fe.up.pt
Manuel A. Matos
Professor

Faculty of Engineering, University of Porto, Portugal
& President, Scientific Council, INESC Porto

mam@fe.up.pt
Abstract
The paper presents a methodology for the analysis of distributed business information systems, which is intended to support the design of availability improvement solutions; e.g., the redundancy of equipment, the replication of databases, or the installation of diagnosis aid tools.
The methodology presented combines an availability model, representing the behavior of the individual components and the consequences of their failures upon the information services, with a cost model, representing the economic damages that the unavailability of those services will cause.  The paper includes a case study concerning a large retail company, in which two alternative solutions for the architecture of the information system are assessed and compared. 
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1. Introduction
Information and communication technologies are widely recognized as major tools in improving the performance of business organizations. The effective use of information technology in the context of large distributed companies presents a number of difficulties, however, as described in Bagchi and Skjoett-Larsen [2003], Burden and Proctor [1997], and McLaughlin et al. [2003]. A major issue is reliability, since virtually all the operations depend on the services provided by the information system. Though a high availability of these services is required, standard technology may not offer a compatible reliability level. When this happens, improvement solutions such as the redundancy of data servers and communication systems or the installation of diagnosis aid tools have to be implemented. 
In order to be effective, the design of these solutions must be guided by an analysis balancing the additional implementation cost against the economic damages that the information system failures cause to the organization. For a large company, however, this analysis may become complex. In spite of its potential benefits, a systematic economic and availability analysis is often neglected during the design stage of information systems. In our view, the reason for this is that conventional analysis methods and tools present a number of shortcomings as far as these systems are concerned, and they are not prone to provide the kind of guidance system planners need. Typically, these tools are oriented to the assessment of internal performance indices; i.e., reliability, availability, or maintainability (as in Johnson [1988], SURF-2 [1993], or Brehm [1996]), when the important matter is the relation between system availability and business performance. Ideally, the alternative solutions for the system should be assessed in terms of the economic damages caused by the failures, allowing for a direct comparison with the additional cost of the improvement solutions.
According to this idea, we have developed a methodology for the availability analysis and design of business information systems, incorporating a number of innovative features. The methodology provides a set of concepts, models, and algorithms that support the analysis of information systems in view of their design. The methodology is organized around two main modeling elements: the availability model and the cost model. As shown in Figure 1, the availability model takes as input the structure of the system and the behavior processes acting on its behavior (i.e., failure, repair, and delay processes) and provides a set of internal indices concerning the probability and frequency of failure of the information services. The cost model confronts the unavailability of these services with the economic damages that it will cause to the business organization.
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Figure 1 – Availability and Cost Models
The methodology is presented and discussed in Section 2. Section 3 presents a case study involving a retail company. There, the practical application of the methodology is illustrated through the analysis of several issues regarding the information system design; namely, the global architecture, the redundancy of physical devices, and the performance of the maintenance system. Section 4 contains a number of remarks concerning the use of the methodology.

2. Analysis Methodology
This section introduces the methodology used in the analysis of distributed business information systems. The methodology combines a set of qualitative and quantitative techniques organized around three main elements: (1) an availability model that makes it possible determine the availability of the information services from the behavior of the individual components and from the physical structure of the system; (2) a cost model that relates the unavailability of the services to economic damages; and (3) a procedure specifying the steps involved in the analysis and design of the information system. The availability and cost models will be presented first; then, the analysis procedure will be discussed.
2.1.
Availability Modeling

Figure 2 shows a typical distributed information system. Such a system can be seen as a set of interconnected hardware and software components executing data processing, storing, and communication activities in order to provide a set of information services to various users throughout an organization. Two important aspects to be taken into account in analyzing the system are:
a. The failure of a particular component disturbs a subset of the information services.  For example, the failure of the central database server will affect several users throughout the company, whereas the failure of a local communication server will affect the users within a particular site.

b. The consequences of a component failure may often be negligible at first, but may increase dramatically as the failure continues. This factor has a major consequence for the analysis methodology as system models should integrate the processes that represent such a “failure-delayed” behavior (referred to hereafter as failure delay processes) with the physical processes acting on the state of the system (e.g., failure, repair, and reconfiguration). 
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Figure 2 – Distributed Information System
Figure 3 shows the model of a communication server of the system that will be analyzed in Section 3. The server supports two information services and, in its model, s0 corresponds to the normal operating state of the system; 1 and  represent two failure processes (see the next paragraph for regular and special failures), and and  are the corresponding repair processes;  and 2 are two concurrent delay processes that model the users’ tolerance regarding short breakdowns of the services provided by the communication server; s11…snm are a set of faulty states, in each one of which a particular set of services will be disturbed.
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Figure 3 – Availability model example        Figure 4 – Conceptual model
The availability analysis of a given system requires the development of a similar model for each one of its components. The conceptual model corresponding to such models is shown in Figure 4. As indicated, these models contain two types of entities: states and transitions. To each transition, a process is assigned (i.e., a physical mechanism that causes the transition to occur). A given process may remain active all along several states; consequently the same process can be assigned to more than one transition. 

2.1.1. Behavior Analysis
The analysis of historical data concerning the reliability of information systems shows that the failures of these systems can be grouped in two main classes: regular and special failures.  Regular failures are relatively frequent service interruptions that may be caused by any number of causes. Because of the wide variability of causes, service reposition may range from very short periods, when the local operator alone is able to perform the repair, to relatively long periods, when the intervention of a technician is required. Given this variance, the exponential distribution is a suitable model for the time-to-repair of the regular failures.

Special failures are longer service interruptions. Such failures, which occur rarely, require complex maintenance actions, such as the replacement of physical components or the recovery of a damaged database. The time-to-repair of these failures tends to present “narrower” distribution (i.e., distributions such that the ratio between the mean m and the standard deviation is lower than 1). Plus, owing to the fact that the intervention of a skilled maintenance technician or the availability of an expensive part will normally be required, repair will often be quasi-deterministic. To model such behavior, Erlang distributions offer a suitable solution (through a suitable choice of n, it is possible to closely fit with several types of empirical distributions):
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In order to accommodate regular and special failures, two pairs of failure/repair processes will be assigned to each component of the information system, as shown in Table 1.
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As for delay processes, their distributions will typically be close to either the Dirac function or the step function, respectively, fp(t)=(t–T) and fp(t)=[h(t)–h(t-T)]/T. Whereas the users of the information system tolerate the unavailability of its services for a limited period T, but the seriousness of the consequences of the failure increase dramatically as the failure extends to a longer period, the failure delay will be deterministic or quasi-deterministic. In this case, the probability density functions of the corresponding delay processes will be close to a Dirac function. The step distribution occurs when the system performs a periodic activity F (e.g., a daily update) whose activation is asynchronous to failure processes. In this case, the probability density function of the delay between the physical failure of the component and the moment its consequences become relevant for the organization will be uniformly distributed along the interval 0…T, with T being the period of F.  Several examples will be presented in the case study in Section 3.
2.1.2. Evaluation Algorithm
In reliability analysis, it is often assumed that all the random processes present exponential distributions, because this assumption highly simplifies calculations. Nevertheless, as shown by Nunes, Faria, and Matos [2002], the error can be extremely significant when the system contains non-exponential processes that are active simultaneously and present similar time constants, as is the case with repair and delay processes. Accordingly, we have developed a non-Markovian evaluation approach that makes it possible to obtain analytical expressions for the probability and frequency of failure. Once obtained, the expressions may be evaluated using general-purpose mathematical tools such as those presented by Char et al. [1991] and Wolfram Research [http://documents.woolfram.com]. 

2.1.2.1. Probability of Failure.  For a failure state sf in the model of Figure 3, consider that 
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In this expression,  is the system failure rate and P(sup) is the probability of the normal operation state:
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(2)

For the derivation of the analytical expression for tf,, consider the following set of definitions concerning the trajectory :
· sk denotes the kth state of the trajectory (it is assumed that the states of the model are renumbered for each trajectory, and that state s0 coincides with the initial failure state);
· tk is the moment of transition sk-1(sk (t0 = 0);
· fk-1,k(t) is the density function of tk;
· pk is the process that causes transition sk-1(sk;
· fpk(t) is the density function of pk, and 
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· Pk is the set of processes such that p
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Using the above notation, the probability density function of the moment of transition sk-1(sk may be expressed as:
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where function fi(ti) comes from the product of the probability density function of the process that causes transition si-1(si (i.e., pi) and the probability that the concurrent processes belonging to set Pk do not occur before pi, that is:
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If sf is the nth state of the trajectory, the time spent in this state within  may be obtained from:
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(4)

Once the time spent in sf within each trajectory belonging to f is known, the probability of the failure state can be obtained from (1), because the trajectories of 
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2.1.2.2. Frequency of Failure.  To derive the expression for the frequency of arrival to the failure state sf, (sf), a similar procedure may be employed. Adopting the same definitions as before, but now considering that 
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with
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as the frequency of arrival to the state s within trajectory :
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(6)
2.1.2.3. Illustrative Example.  As a first illustrative example of these procedures, consider the state s12 of Figure 2 and suppose that its probability and frequency of failure must be evaluated. The relevant trajectories are {s11(s12(s14, s11(s12(s0} for P(s12), and {s11(s12} for (s12). Following (1), (2) and (4) for P(s12), and (2), (5) and (6)  for (s12), it comes:
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If the distributions of the delay and repair processes are replaced in these expressions, they can be directly evaluated using general purpose mathematical tools. For example, if the following distributions are considered:

f(t) =  (n3 t2 e -nt / 2,   f2(t) = (t - 1) and f1(t) = [h(t) - h(t - 2)] /2
together with the following parameters: 
1 = 0.001 hr-1,  n = 3,   = 0.2 hr-1,  1 = 1 hr,  2 = 4 hr
it comes:

P(s12) = 0.00064 and (s12) = 0.000746.  

2.2. Cost Model

If S0 is a base solution for an information system S, and S1 is an alternative (improved) solution, the fundamental question is: Does the performance improvement achieved with S1, 01, overcome its additional implementation cost? If so, alternative S1 should be adopted. The cost model is a business-oriented model that makes it possible to evaluate the performance improvement of S1 versus S0 from the results provided by the availability model. As discussed below, two evaluation levels – equipment and system – must be considered in the determination of 01. At the equipment level, the evaluation addresses the damages caused by the failures of each individual component of the system whereas, at the system level, the evaluation addresses the overall performance of the system. 

2.2.1. Component Level Evaluation

When a given component fails, the corresponding loss may be proportional to the duration of the failure, and this is the most common situation. However, in some situations, a fixed loss should be considered. For example, if a critical delivery schedule is not respected because of a failure of the information system, or if a backup procedure is engaged automatically every time the system fails, the loss will not depend on the duration of the failure. Instead, it will be proportional to its frequency. As shown in Section 3, there are also situations in which the two loss components -- fixed and proportional -- have to be considered simultaneously. 

In order to accommodate these two kinds of loss, the cost model assigns two cost drivers to each state of the reliability model: an driver for losses proportional to the duration of the failures (or to the probability of the failure states), and a  driver for the fixed loss per each occurrence of the failure (or proportional to the frequency of the failure states). Suppose that Rc is a reliability model corresponding to a component c of a system S. The cost induced by the failures of c will be given by the following expression:

L(c)  =  cT Pc + cT c









(7)

where:

-
Pc is a vector such that Pc(sf) is the probability of state sf (sf is a faulty state of Rc);
-
c is a vector such that c(sf) is the frequency of arrival to sf;
-
c is a vector such that c(sf) is the cost rate of state sf; i.e., the economic damages incurred by the users of S per each unit of time spent in sf;
-
c is a vector such that c(sf) is the arrival cost of state sf; i.e., the economic damages incurred by the users of S every time sf is reached.

Expression (7) will be referred to as the cost model of c. Through the cost drivers  and , this model relates Pc and c; i.e., the frequencies of failure and probabilities of the failure states of Rc, to the economic damages caused by the failures. The cost drivers are determined from the service elements unavailable in each state of Rc. If sf is a failure state of the system, and S(sf) denotes the set of elementary services that are unavailable in sf , the loss drivers for sf will be obtained from:


[image: image22.wmf]cfse

se

 (s)=  

Î

aa

å

f

S(s)


 

[image: image23.wmf]f

f

cfse

seS(s) and

sS(prev(s))

 (s)=  

Î

Ï

bb

å






(8)
where se denotes the loss rate associated with the unavailability of se, and se denotes the loss incurred every time se becomes unavailable. The determination of the cost drivers for the information system of a large organization will normally be a complex task (given the variety of services provided by the system), requiring an in-depth analysis of each particular system, as exemplified in Section 3.

2.2.2. System Level Evaluation

If C is the set of components of S, c is an element of C, and LSi(c) denotes the loss caused by the failures of c in solution Si, the reliability improvement of solution S1 versus S0 will be given by:
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For a large number of components of S, the consequences of the failure will be similar in S0 and S1. Therefore, in the evaluation of 01, just the subset C01 of C, containing those components whose losses differ in the two alternatives has to be considered, and the overall improvement 01 is obtained by summing up the contributions of each component:
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This expression is referred to as the system level cost model for the assessment of S1 versus S0. It should be noted that the cost model depends on the particular alternative solutions being analyzed. As an example, suppose that system designers have to decide on the network location of shared database server. In alternative S0, the server is connected to the network backbone and, in S1, it is connected to the network segment of its critical clients (in order to minimize the consequences of the communication system failures). In this case, C01 will contain the components of the communication system in the path between the server and its clients, but the server itself will not belong to C01. On the other hand, if the location is the same in the two alternatives but a redundant server is added in S1, the database server will belong to C01, but the communication components will not. 

2.3. Analysis Procedure

In addition to the reliability and cost models (and the associated evaluation algorithms) presented so far, the methodology also specifies a procedure comprising two main phases and six steps. The first four steps consist of a qualitative analysis of the system and lead to the availability and cost models. The two final steps consist of the numerical evaluation of these models.

Phase 1: Qualitative Analysis

· Step 1 -- Service Elements: Identification of the service elements provided by the information system and their classification according to the consequences of their failures.
· Step 2 -- System Components: Identification of the relevant components of the information system and determination of the distributions of their failure and repair processes. 
· Step 3 -- Reliability Model: For each component identified in the previous step, building of the corresponding reliability model.
· Step 4 -- Cost Model: Determination of the cost drivers for each state of the reliability models, and building of the cost model.

Phase 2: Quantitative Evaluation

· Step 5 -- Model Evaluation: Evaluation of the reliability and cost models.

· Step 6 -- Design Analysis: Assessment, comparison, and sensitivity analysis to parameter variation (e.g., repair time) of the alternative solutions. 

3. 
Case Study

In this section, we analyze the reliability analysis and design of the distributed information system supporting the operation of a large retailing company. The company comprises several sites, distributed geographically, which may be classified into two main categories: retail sites (basically, sales points for end-consumers) and support sites (which include central stores and offices).  For the architecture of the information system, we consider two main alternatives.  In the first alternative (S0, figure 5.a), there are a central database and a permanent dedicated (leased) communication line between each site and the central office. In the second alternative (S1, figure 5.b), a local database is implemented at each site, containing the relevant data for the operation of that site. 
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Figure 5 – The Two Solutions Under Analysis
The local databases will be periodically updated from the central database (download of new products, modification of prices, inventory levels, delivery schedules, etc). At the same time, the central database is periodically updated with the data collected at the sites (upload of sales, supply orders, employees control, etc.). Now, a public-switched network is being considered for the inter-site connection. The reliability of this network is lower than that of the leased lines, but the existence of local database instances improve the tolerance of the sites, regarding the unavailability of the central database and of the communication system. In this analysis of the two alternatives, the economic damages will be expressed in terms of a normalized unit of cost denoted as uc.
Step 1: Service Elements

The system supports two main types of transactions: intra-site transactions, which concern the internal operation of one particular site (e.g., sales processing and inventory inbound or outbound), and inter-site transactions, which concern the flow of orders, reports, and materials between sites. As the unavailability of intra- and inter-site transactions are different for retail and support sites, four classes of service elements will be considered, combining the two types of transactions and the two categories of sites. 

In a retail site, the unavailability of the intra-site services will have immediate consequences to its operation since its basic transaction (i.e., sales) can no longer be executed (the corresponding cost driver is  = 1 uc). On the other hand, the temporary unavailability of the inter-site transactions can be tolerated without any significant impact on logistical operations. In fact, these are typically batch transactions executed at the beginning of the day (sending of price lists, delivery schedules, and inventory level from the support to the retail sites), and at the end of the day (sending of sales reports and inventory re-orders from the retail to the support sites). If a failure persists when the logistical data is expected to be updated, an operational instruction specifies that an alternative communication procedure should be engaged in order to send the inter-site logistical orders. The engagement of such a procedure implies a fixed cost for the company corresponding to a cost driver  = 2 uc. If T is the data updating period, the delay will be uniformly distributed along the interval 0…T mean = T/2). The continued unavailability of the inter-site transactions induces an additional loss of 0.5 uc h-1. 
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Support sites present a higher tolerance regarding the unavailability of the inter-site transactions because there are no end-customer transactions at those sites. When the information system fails, there will be a slight deterioration of performance ( = 0.3uch-1) immediately after the failure occurs. However, if the failure persists for longer than 60 minutes, the normal supply of retail sites will be at risk ( = 3uch-1). The alternative communication procedure mentioned before also applies to support sites but, in this case, higher cost drives must be considered ( = 4uc) once several sites are involved. Table 2 summarizes the cost drivers data.

Step 2: System Components

Figure 6 shows the components of the system whose failures have different consequences in the two situations under analysis. As we have already stressed, when two alternatives for a system must be compared, the important point is assessment of the availability improvement, and that only those components whose failures have distinct consequences from one alternative to the other have to be considered.

Typically, the failure and repair processes will be specific to each component type. However, in order to avoid an overload of data that could overshadow the main ideas to be presented, the same distributions will be assigned to every component of the system (but with different means for each component). Table 3 shows the mean-time-to failure, and the mean-time-to-repair that will be considered for regular and special failures. 
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Step 3: Availability Model

The distributions of the failure and repair processes in the availability models are obtained from the combination of the data presented in tables 1 and 3, whereas the distributions of delay processes are derived from the data in Table 2 (tolerance versus the unavailability of the information services). 
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 Figure 6 – Components involved in the evaluation of 01
The reliability models for the components involved in the evaluation of the two alternatives can now be built. Figure 7.a shows, for alternative S1, the reliability model of a local database server installed in a retail site. This model does not contain any propagation process once, accordingly to the analysis of the information system, a failure of the server would immediately disturb the internal operation of the site (i.e., the intra-site transactions), whereas it does not have any consequence upon the inter-sites transactions. Figure 7.b. shows the model corresponding to the same component at a support site, where a new deterministic propagation process (1) was considered: In a first lapse of time after the failure, the internal operation of the site will be only slightly disturbed, whereas if the failure persists for a period longer than 60 minutes, the disturbance will be significantly higher. In this case, the delay has a deterministic behavior, and the corresponding propagation process will present a Dirac density function (f2(t) = (t - 1)).
[image: image39.wmf] 

Table 3 

�

 Failure and repair processes
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Figure 7.c. shows the reliability model of a local communication server in alternative S1. Here, only the inter-site transactions will be disturbed, and the propagation process 1 concerns the tolerance of the site toward the unavailability of such transactions (f1(t)=[h(t)-h(t-8)]/8). The structure of the model is identical for the retail and support sites, but the cost drivers are rather different and the propagation processes also have different distributions. In fact, as the failure and data update processes are asynchronous, the delay (represented by process 1) will be uniformly distributed all along the interval between two consecutive updates. Figures 7.d. and 7.e. show the reliability models relating to the local communication server, in S0,

Step 4: Cost Model

The cost drivers assigned to a particular state sf of the reliability model depend on the type of service elements disturbed in sf and on the number of sites affected by the failure. Tables 4 and 5 show, for each component of C01 and for the two alternatives under analysis, the type and the number (i.e., the scope) of services affected by the failures of the component, (where ns and nr denote, respectively, the number of support sites, and the number of retail sites per each support site
). The scope depends on the type of site where the failures occur.  A component failure at a retail site will typically disturb just the operation of that site. On the contrary, a failure at a support site is likely to have wider consequences, since it may affect the supply of all the retail sites that depend on it. 
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Figure 7 
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 Availability models

 


The cost drivers may be obtained combining the data in tables 4 and 5 and the “Loss” column in Table 2.  As an example, the following tables 6 and 7 show the cost drivers for the local communication server that will be used in the numerical calculations hereafter. Note that, in S1, the reliability models have the same structure for both retail and support sites, but different cost drivers.
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Step 5: Evaluation


To illustrate the evaluation of reliability and cost models, we will use the local communications server as an example (model of Figure 7.e.). The relevant indices for the evaluation of the cost model are the probabilities of the failure states in which  
[image: image26.wmf]¹

0 (all the states except s0), and the frequency of arrival to the states in which 
[image: image27.wmf]¹

0 (si2, si3, with i = 1, 2). Using the expressions presented in paragraph 2.1.2, it comes:

P(s0) = 1 / (1 + m1/m1 + m2/m2)
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If f1(t), f2(t) and f1(t) are replaced in these expressions, it comes:
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The expressions for the frequencies of arrival to these same states are:
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The expressions for the states related to the special failures (branch p2, p2 of the reliability model) are identical. Only the failure rate and the density function of the repair process will change. According to table 7, the cost model for the local communications server in alternative S0 is:

L(LCS) = 0.3[P(s11) + P(s21)] + 5.3[P(s21) + P(s22)]  + 3[P(s13) + P(s23)] +…

   +8[P(s14) + P(s24) + P(s15) + P(s25)]  + 20[(s12) + (s22) +(s15)+(s25)]  (11)

The evaluation of this model provides the loss that is expected to be caused by the failures of this component. Using a similar procedure, one can also evaluate the losses for the other components of the system, as shown in Table 8. Note that, as could be expected, the loss caused by the failures of a given component depends on the architecture of the information system and on the site in which the component is installed. 
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Step 6: Design Analysis
Now that the cost and the reliability models have been determined, it is possible to assess and compare the alternatives for the information system. As a first analysis, consider the global improvement of alternative S1 versus S0, i.e., 01. The total losses caused by the failures of the components belonging to C01 are:

L0 = L(CDBS) + L(CCS) + ns[L(LCS) + L(LL)] + nr[L(LCS) + L(LL)]
(12)

L1 = ns[L(LCS) + L(LDB) + L(AP)] + nr[L(LCS) + L(LDBS) + L(AP)]
(13)

The evaluation of these expressions using the data in Table 8 provides 9060.9 uc and 7290.5 uc, respectively, for L0 and L1.  As the global improvement of S1 versus S0 is estimated at:

01 = 1770.4 uc

Alternative S1 should be adopted if the difference on the costs of the two alternatives is lower than 01. From the data in Table 8, it is also possible to estimate the improvement achieved with the redundancy of a particular component. For example, the redundancy of the local communications server, in a retail site and in alternative S0, will lead to a reduction of 35.3 uc in the damages caused by the information system failures. The redundancy of a similar server in a support site (also in S0) will provide an improvement of 1608.9 uc. These results may then be balanced against the additional cost of the redundant server.

Another kind of useful result that can be obtained from the reliability and cost models is the sensitivity analysis of the economic loss regarding one or more parameters of the system. Figure 8 provides a typical example. It shows the evolution of the loss caused by the unavailability of the communications services (access point in S1 and leased lines in S0) at the support and at the retail sites against the mean time-to-repair for special failures.
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Figure 8 – Losses versus repair time
Such results may provide a valuable help for system planners. In fact, they may support decisions concerning maintenance policies and the number of spare components to be held in stock. Besides, these results can be used as a basis for negotiating business contracts with external maintenance service suppliers.

4. 
Conclusions
A complete methodology for the analysis of distributed management and control information systems has been presented in this paper, together with its practical application to the analysis of a large retail company. Most of the R&D efforts on computer systems reliability are oriented to real-time safety critical applications based on dedicated software and hardware architectures, as in Campelo, et al. [1997] or Carrasco and Figueras [1986]. Reliability models are typically restricted to the processes that determine the physical state of the system (e.g., failure, repair, and reconfiguration), and the assessment is focused on the internal reliability indices. This paper has shown that a different approach should be adopted in the analysis of distributed information systems because this class of systems presents a number of distinctive characteristics; namely: the services they provide are not submitted to hard real-time constraints (in fact, the users will usually be tolerant of temporary unavailability of the services); their failures are mostly benign (normally, they will cause a decrease in only the operational performance); and their design is driven more by economic considerations than by safety requirements. Therefore, the reliability assessment should be focused on the improvement in business performance, rather than on the internal reliability indices. 

The methodology presented in this paper was designed to provide an effective answer to such requirements. When compared with conventional reliability analysis methods and tools, the methodology presents a number of significant differences; namely, it is focused on evaluation of the economic losses caused by the failures; it combines a reliability model and a cost model; it includes an evaluation algorithm able to deal analytically with deterministic and non-Markovian stochastic processes; and it defines an analysis procedure combining a qualitative approach and a quantitative approach.

The practical usefulness of the methodology has been demonstrated by the case study presented in this paper, which addressed several typical “real life” design issues faced by system planners. Though the case study focused on a number of concepts specific to retail companies, most of the concepts introduced will apply to virtually any distributed information system.  These concepts include intra- and inter-site transactions, regular and special failures, failure tolerance, scope of the failures, frequency and probability loss drivers, and reliability and cost-oriented modeling.
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� For the sake of simplicity, it is assumed that the number of dependent retail sites is the same for all the support sites.






_1200384504.unknown

_1200580313.unknown

_1200580401.unknown

_1200580563.unknown

_1210659920.unknown

_1200580425.unknown

_1200580324.unknown

_1200385368.unknown

_1200386907.unknown

_1200388063.unknown

_1200388199.unknown

_1200388198.unknown

_1200387982.unknown

_1200386117.unknown

_1200386827.unknown

_1200386107.unknown

_1200385234.unknown

_1200385283.unknown

_1200385105.unknown

_1200384172.unknown

_1200384444.unknown

_1200384464.unknown

_1200384187.unknown

_1155567729.unknown

_1155649783.unknown

_1155566905.unknown

_1155110858.unknown

